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Enable Encryption on SQL Server Database with Always on

Database file encryption occurs at the page level. In an encrypted database, pages are encrypted before being written to disk
and decrypted when loaded into memory. Transparent Data Encryption (TDE) does not increase the size of the database.

Transparent Data Encryption (TDE) safeguards data at rest, including both data and log files. It helps organizations comply with
various industry laws, regulations, and standards. TDE enables software developers to encrypt data using AES or 3DES

encryption algorithms without the need to modify existing applications.

How to encrypt (TDE) in SQL Server

Create Master Key in Database Server (Primary Node)

Create Certificate

Backup Certificate

Copy Certificate Backup File to Other Secondary Server of Always
Create Master Key in Database Server (Secondary Node)

Restore Certificate on Secondary.

Create Database Encryption Key on Database

Enable Database Encryption Database

o o> WM

Types of Database Encryption

e Database Level - Encrypts data at rest (data and log files).
e  Backup Level

o Database Backup Level

o Transaction Log Backup Level

(Primary Node)
(Primary Node)
(if you are using always on).
(if you are using always on).
(if you are using always on).
(Primary Node)
(Primary Node)
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Database Level - Encrypts data at rest (data and log files).

Scripts for Encryptions

Execute on Database Primary Node
select * from sys.symmetric_keys;

USE Master;

GO

CREATE MASTER KEY ENCRYPTION

BY PASSWORD-='fdr3#edgSar345#drDS';
GO

CREATE CERTIFICATE TDE_Cert
WITH
SUBJECT='Database_Encryption';
GO

SELECT name, certificate_id, principal_id, pvt_key_encryption_type_desc, start_date, expiry_date
FROM sys.certificates;

mkdir -p C:\Database\Backup\TDE

BACKUP CERTIFICATE TDE_Cert TO FILE = 'C:\Database\Backup\TDE\TDE_Cert' WITH PRIVATE KEY
(file="C:\Database\Backup\TDE\TDE_Cert_Key.pvk', ENCRYPTION BY
PASSWORD-='fdr3#edgSar345#drDS')

Copy Backup of TDE File on same Directory
Execute on Database Secondary Nodes

select * from sys.symmetric_keys;

USE Master;

GO

CREATE MASTER KEY ENCRYPTION

BY PASSWORD='fdr3#edgSar345#drDS';

GO

CREATE CERTIFICATE TDE_Cert

FROM FILE = 'C:\Database\Backup\TDE\TDE_Cert'

WITH PRIVATE KEY (FILE = 'C:\Database\Backup\TDE\TDE_Cert_Key.pvk',
DECRYPTION BY PASSWORD = 'fdr3#tedgSar345#drDS');

select * from sys.symmetric_keys;

SELECT name, certificate_id, principal_id, pvt_key_encryption_type_desc, start_date, expiry_date
FROM sys.certificates;

Execute on Database Primary Nodes

USE DB1

GO

CREATE DATABASE ENCRYPTION KEY

WITH ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDE_Cert;



GO

ALTER DATABASE Dbl SET ENCRYPTION ON;

GO

USE DB1READY

GO

CREATE DATABASE ENCRYPTION KEY

WITH ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDE_Cert;
GO

ALTER DATABASE DB1READY SET ENCRYPTION ON;
GO

Execute and Verify on All Database Nodes

select db.name
, db.is_encrypted
, dm.encryption_state
, dm.percent_complete
, dm.key_algorithm
, dm.key_length
from sys.databases db
left outer join sys.dm_database_encryption_keys dm
on db.database_id = dm.database_id
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Scripts for Encryptions with Screenshots

L salciSOLZ - Microsat SOL Serves Management Studa P& x
e- a- - P Brwoey BRS2 Q5 . 8| - » g =

S
tenm0oms - smanaf] EB salcl: hosted by SQL2 (Replica role: Primary)

Last updatec: 42372033 35417 P

Aot ca
Avaiability group stste: @ Wealthy

 ooneas EX [ Mo Dens Lass
Goe a2 Epmteoriaed Mo Dets Luss
@ coens sz Spmctvcrized Mo Det Loss
@ oo sas Syrereceizes o Dens Lass
 omfnss s Syrerecrinns o Do Loss

DESD

> & Query eascuing succesctully SO0 (160 RTM HSTiiba 951 riser 004017 res

Database for Encryption

1. DB1
2. DB1Read

Execute on Database Primary Node

select * from sys.symmetric_keys;
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7 SCLOuerySsaf - SOL2 master (HST\gba (951" - Microsof SQL Senver Management Studio

Fe Bt View Our  Pojed Took  Windaw  Me
e- Lil TR Prwoey BOR o4 ?- R =R
N | master - bt o S EEE

SCLNy5 50 - 5.
Comesi- ¥ *F select © fron

Repsication
Ay O High Awailabily

ETa
B Rerin Gl Messages

N sngn b st igsnm_sess e,
o 2 . B/ BN 1S2TEMT

3 06 Query executes successuly

USE Master;

GO

CREATE MASTER KEY ENCRYPTION

BY PASSWORD='fdr3#edgSar345#drDS';

GO

! S0uQuenySsql - SGL2 master (HST\gbs, (351 - Microsoft SO Server Management Sauctia
6 v Pect Tools  Winsow
L By AR

b Exeate

0% -
8 Wessages

0% -
< > & Query executed successtully.

select * from sys.symmetric_keys;

o

24 12547

A

| b

[Ty S ——
ETTCATIRE WL ML ML

5L (160 RTM)HST\d03 (5] maer 000000 1 rows

502 (160 RIM) HSTidba (95)  master 030000 s
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i s0luerySsal - SOL2master (HSTydba (35

Microsoft SOL Server Management Studio > 1 Pa B x
File Edit View Cuery Project Tools Window  Help
@-0/8-0-28 & B Newuery DR % T & B-s
b P becute = of £5 6B 382 @ »
L Query5.sq) - SQ..stes (HSTY = x
P—— & - select * from = 3
8 5012 (SOL Server 16.0.10005 - HST\dba! b1
Databases
System Databases
Catabase Snapshos
081 Syncheonized)
& [81Read {Synchronized)
8 (Symchvonized)
Abways On High Avalability
Management
Integration Services Catalogs
B 5L Server Agent
XEvent Profiler
0% -
B Resus ol Messages
= princeal il aprnei ey idhey et vey_agaibin, gt dexs crame_sdon sty s [ R S ——
NS Dmboseblasterondi o0 255 u AESIE  NS0422T0M1EUD 042 BALIEI0 1B GBS NULL W
PR —r—— 102 = n NS ISBAINISMIEIST F0SOHM TS IEGET I ST o W
< > J @ Query executed successhuly.

SQL2 (16,0 RIMJ_FsT\dba [95) master DO0000 2 rows

CREATE CERTIFICATE TDE_Cert
WITH

SUBJECT='Database_Encryption';
GO

7 SQLQuerySsal - SQL2master (HSTidba (95))* - Microsot SO Server Management Stuio

Fle Edt Vew Quny Poject Tools Window el
0-0 (8-t By B2ERQ XTD|D-C -8 -5 smeaB-
| master b eeate = o §2E[B] 8° 55 7 | &
SQLQueryS sl - 50 ster (HST\dba.
€ CERTIFICATE TDE Cert +
Tt =
SUBJECT = Database_Encryption”

connects ¥ ¥ [
# SOL2 (50L Server 16010006 - HST\dba
Databises

& ® System Dotabases

# W Database Snapshots

¥ @ DBI (Synchronized)

© @ DB1Read (Synchronized)

© @ DB1SUE (Synchranized)
Security
Server Dbjects
Fepiication

Maragement
Intequation Senices C:

B 501 Server Agent

5 KEvent Profier

0% -
< > |6 guery exsaned successiuny.

50L2 (160 KM H5T\ba (95) _master 0000000 rows

SELECT name, certificate_id, principal_id, pvt_key_encryption_type_desc, start_date, expiry_date
FROM sys.certificates;



Hum Sub

ECHNO

P

Microsoft St Server Management Studio
-ll=

Suueysial- L2 master (4STaba G5
oo Window Help
al9-

S@a

New Query

b Execute

HST\dba

ver 16010006

(anagement

Integration Services Catalog

Bs

B XEvent Profile

HST\dba (95) master 000000 B rows

QL2 (160 RTM)

© Query executed successfully.

mkdir -p C:\Database\Backup\TDE

5
e xdal9-c -8 -

Tools  Window

Project

File Edit View

o-o(t-

Connect~

rows

000000

master

HST\dba (95)

SQL2 (160 R
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BACKUP CERTIFICATE TDE_Cert TO FILE = 'C:\Database\Backup\TDE\TDE_Cert' WITH PRIVATE KEY
(file="C:\Database\Backup\TDE\TDE_Cert_Key.pvk', ENCRYPTION BY
PASSWORD="fdr3#edgSar345#drDS')

T
> B Query executed successfully. 502 (160 RIM) HSTidlba (981 mastor 003300 0 roms
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Copy Backup of TDE File on same Directory to other Secondary Nodes

Metwork ¢ 19216B1TSIID 1 oS & Datsnaie + Gacap

rp—

> Hetmork

& Network




Execute on Database Secondary Nodes

select * from sys.symmetric_keys;

USE Master;

GO

CREATE MASTER KEY ENCRYPTION

BY PASSWORD='fdr3#edgSar345#drDS';
GO
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select * from sys.symmetric_keys;
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Edit View Cuery Project Tools
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e
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8 5003 (501 Server 16.0.10005 - HST\ o,

@ Quary escuted succasstuly.

Tool  winsow  Halp
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&
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> 0 Query executed successhly
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CREATE CERTIFICATE TDE_Cert

FROM FILE = 'C:\Database\Backup\TDE\TDE_Cert'

WITH PRIVATE KEY (FILE = 'C:\Database\Backup\TDE\TDE_Cert_Key.pvk',
DECRYPTION BY PASSWORD = 'fdr3#edgSar345#drDS');

7 SOLOuerySieg) - SOLY master (HSTidb (911" - Microsoft SOL Server Mansgement St
fle €0t View Query Project Toos Window  Help

®-0(8-
| master =l
Comect~ ¥ ¥ PES EATE CERTIFICH
FRON FILE = "C:\0m
® 5L (S0 Server 16010006 - HSTdba, ITH PRTVATE KEY (ETLE o

DECRYPTION BY PASSWORD

vices Catalogs
Agent

0% -

> & Query enecuted successully.

7 SOUGuerlsg - SOULmaster Servr Mg

Fle Gt View Query Proje Tools Window Help

LR Brewcey ARE@AR XOA(?-T -8 -
b Ewcute w o 52 FEE AED 1

SmpED-

e FILE - 'C
10N BY PASSWORD - '

1008 -
o Messages

1005 -
< > & Query execusted successhully

SOL1 {160 RMM) HST\dba (91) master CONG00 0 rows

SOLS (160 KIM)  HSTidba (103) master 0000000 rows
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select * from sys.symmetric_keys;

7 Siueybal- SQLtmaster - Microsott SOt : s & x
Mo St vew Quiy Pojea ook Widow Hem
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SO0t 50
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& SQL1 (5L Server 16010006 - HSTVdba]
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|
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& & SQL Server Agent
# B XEvea P
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I Rewbs | G Messages
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< > B 6 Query executed successtully SOLT (160 RTM) HSTidba (91)  master 000000 2 rows

7 Resy

SO Oueryllsq - SOLLmaster (HSTydba (103))° - Microsoft SOL Server Management Studie P
View Quey Project Tooks Widow Heip
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< >
< > & Query executed successtully.

160 RTM] | HST\dba (103]  master 000030 2 rows




SELECT
name,
subject,
expiry_date,
pvt_key_encryption_type_desc,
issuer_name,
thumbprint

FROM sys.certificates;

GO

o SOLOEGsal - SQU mastsr - Micrasoft SOL Sarver Management Studio
Edit View Query Poje Tools Window Help
L Brvony RE2222 XTH|P -

e (1

Comoct~ § ¥ G~
8 5001 (50L Server
= Databases expiry._date
secuty put_key_encryption_ type_desc

it Profler
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& Query evecuino succasstuly.

[ETS———

DrET-.

i vey_svengton yoe_dena

SGL1 (160 RIM) _HSTidba (1]

|+

rsster OG0 8 raws

»

? 5GAQueryBsal - SGLEmastor (HST\dlba (10317 - Microsofs S04 Server Management Studio

flo Eat vew Ouey Powa Toos  Winoow  Help
e - B-o-2@d Brvwaey SRR XFH2-C-8 - &
N | master boheane o JEBHE FEE B 1

Comnects § ¥ & -
8 5013 (5L Serve 161010005 - ST
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Repicatin
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wow -
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S SO P s

© Query executed sucomssully
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Execute on Database Primary Nodes

USE DB1

GO

CREATE DATABASE ENCRYPTION KEY

WITH ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDE_Cert;
GO

ALTER DATABASE Db1 SET ENCRYPTION ON;
GO

USE DB1READ

GO

CREATE DATABASE ENCRYPTION KEY

WITH ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDE_Cert;
GO

ALTER DATABASE DB1READ SET ENCRYPTION ON;
GO

.+ 5QLQuery9sal - SQL2.DB1Read (HST\dba (39))* - Microsoft SQL Server Management Studio
File Edit View Query Project Tools Window Help

[~ MW Bnewouey B 22 x589 - -8 P20
“ | DBiReas - b beae w v 32EE R S@0 T

SQLQu

ierydsql - 5Q...ead (HSTvdba (990 = X
£ D81

Connect~ ¥ ¥ G-

i@ 5QL2 (5L Server 16.0.1000.6 - HST\dba
atabases

DATABASE ENCRYPTION KEY
R .

O .
ENCRYPTION BY SERVER CERTIFICATE TDE_Cert

ALTER DATABASE Db SET EMCRYPTION ON.

ATIFICATE TOE_Cert

ALTER DATABASE DBIREAD SET ENCRYPTION ON

100% -

100%

> 0 & Query executea successhuly

SOL2 (160 RIM)  HST\dba (99) DB1Read  OBDOOD O rows
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Execute and Verify on All Database Nodes

select db.name
, db.is_encrypted
, dm.encryption_state
, dm.percent_complete
, dm.key_algorithm
, dm.key_length
from sys.databases db
left outer join sys.dm_database_encryption_keys dm
on db.database_id = dm.database_id;

7 SOlGuery3sq) - SOL20B1Read (HST\dba [99))* - Microsolt SOL Server Mansgement Studic
Fle B8t View Quey okt Toos  Window Help
°- G-0-2@ | Brvoey BREER XA0|2-C- 8] -7
| p81Resd - bEeate s vEESEFEE SWD 30T 0.

Connect~ § ¥ G+
8 5002 (0L Server 160100016 - HSTidba,
Databases

4 @ DETResd (Syrcheonized)

8 DOISUB Symchvonied on db.database_id - du.database_id

Adways On High Avsilabity
Management

% 8 Integration Services Catalogs

# &8 SOL Server Agent

& [ XEvent Profiler

s 20
[ [
w5 20
e [
s =8

< > J & uery executed sccessiutly.

S0L2 {160 RIM)

P o m x

HsT\dba 199} DBTResd 00000 7 rows
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Configure Encrypted Database Backup

e  Database Backup
e  Transaction Log Backup

7 sQlLQuery9sql - SOL2.DB1Read (HST\dba (99))* - Microsoft SOL Server Management Studio « Q P m B x
file Edit View Project Tooks Window Help
(< Bro-2 @l Brevaey B2 RR - - @] ~|# dmeae-.
Object Explorer =
Comect~ ¥ ¥ G » . db.is_encrypted ey
= @ 5QL2 (5QL Server 16010006 - HST\dba] . dn_encryption_state
& Datsbases  dn_percent_complete
5 # Security dm_key_algorithm
Server Objects , dn key_length
Replication from sys.databases db |

B
on db.database.

encryption_keys dm
dm.database_id;

Always On High Availability
Management

7 & Policy Management

# 8 Data Collection

# ' Resource Governor

# [0 Extended Events

SOLSerl  Mew Maintenance Plan
< Databad Maintenance Plan Wizard

= Distr

B Distribu "y History

Integratior -
5 B SQLServer  Repans v

% [ XEventProy  Refresh s g Messages

name is_encrypted  encryplion_state  percent_complete key_algosithm  key_length
(| le HULL HULL NULL NULL

2 1 3 ] 256

3 model O HULL NULL NULL

4 me 0 NULL NULL NULL

s oel 1 3 [ 56

6 DEISUB 0 HULL. NULL NULL

7 DBlRead 1 3 [] 6

© Query executed successfully.

SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows

SQLQuery9.sql - SQL2ZDB1Read (HST\dba (99))* - Micro:

SQL Server Ma

Jement Studio C Q P - & X
File Edit View Project Tools Window  Help
©- Gro-2 @ Brevaey ADR2RR OB -] B rREEE-
Object Explorer -1 x a
comnect~ ¥ *# FoTy =select db.nane +
- db.is_encrypted -
= B 5QL2 (SOL Server 16.0.10006 - HST\dba) dm. encryption_state
# # Databases dm_percent_complete
& Security dn. key_algorithm Maintenance Plan Wizard - [ x il
Server Objects dn.key_length
Replication from databases db . .
Always On High Availability cy<.da_datah| SQAL Server Maintenance Plan Wizard
Management on db.database_id = dm.da
7 & Policy Management
# 8 Data Collection
&l Resource Governor This wizard helps you create a maintenance plan that SQL Server Agent can
# [0 Extended Events fun 0n & regular basis. With this wizard you can perform routine database
Maintenance Plans F administration tasks such as:
SQL Server Lags 4 « Check datnbase integrity
« Perform index maintenance
oP Databiaza Mall » Update database statiscs
1B Distributed Transaction Coordinatel « Perform database backups
Integration Services Catalogs This wizard vil craste maintenance plans that can be edited in SOL Server .
Management Studio. Edit maintenance plans to add new tasks or define
7 8 SQL Server Agent 100% -

1 YEvert Pro workfiow among the tasks
& [ XEvent Profiler
Kevent Profile 3 Resus o Messages

PR p———

1

H 1 3 N N

5 o 7T ] Da not show this staning page again

" 0 L

s ' )

L] Deisue 0 NULL

7 DBMRead 1 3 [ Copes)
< > W& Query executed successfully.

SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows

T Ready

501 PM
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5 SQLQuery sai2( 4 (HST\dba (99))* - Microsoft SQL Server Management Studio K Q ST
File Edit View Project Tools Window Help
©- G- o -2 B BNevaey AR DRAR ~C -8l -2 REpEBE-
Object Explorer 3 x helibed v
Connect~ ¥ *¥ ¢+ -select ay name kA
db.is_encrypted -
= 8 SQL2 (SQL Server 16.0.10006 - HST\dba! dm.encryption_state
4 Databases dm_percent_complete
W Security dm_key_algorithm Maintenance Plan Wizard e o X -
Server Objects dm_key_length
Replication from sys.databases db Select Plan Properties
Always On High Availability How do you want to schedule your maintenance tasks?
Management
# & Policy Management
# 1 Data Collection Name: DatabaseBackugl ]
4 52 Resource Governor Caeoton
+ [ Extended Events
Maintenance Plans
SQL Server Logs
& Database Mail Fun as: SQL Server Agent service account
B Distributed Transaction Coordinatd
Integration Services Catalogs 5
5 & SQL Server Agent 100% ~
# [0 Xevent Profiler B9 Resuls g8 Messages O Separate schedules for each task
e’ i arenpiid lencyptoncalita Single schedule for the entire plan or no schedule
= ) NuLL
2 wmed 1 3 Schedule:
3 model 0 NULL Not scheduled (On Demand) | chanae.
s om0 NULL
s om 1 3
6 D0B1SUB 0 NULL
et : v <ok e
< > W © Query executed successfully, SQL2 (160 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows

SQLQuery9sql - SQLZ0B1Read (HST\dba (9 SQL Server Ma

File Edit View Project Tools Window Help

0 0|80 L@ Brewaey BSR Q.| ~|# CmpED-
= oy p— B |
Connect~ ¥ ¥ ¢ - ~select db.name +
db.is_encrypte| Name: DatabaseBackup -
= 8 QL2 (SOL Server 16.0.10006 - HST\dba) dm. encryption. |
& # Databases dm_percent_com| Scheduls typs. Recuring v [ Enabled
Security , dm_key_algorit| —
Server Objects , dn.key_length | |
Replication from sys.databases | s
Always On High Availability ~ =
Management
7 & Policy Management sncy
# 8 Data Collection Oceurs: Daty -
# ' Resource Governor
& [ Extended Events Reours every. ! 2 o)
Maintenance Plans Doy frequency
SQL Server Logs
& Database Mail Occurs ance at 20000AM &
1B Distributed Transaction Coordinatel (O Occurs avary : Starting at 2 AM =
Integration Services Catalogs e -
5 8 SQL Server Agent T o e : -
& (£ XEvent Profiler B Resuis g Messages Duration
nome  isencnpied e gian date v O+ O End date:
1 0 n
2 i 5 No end date
3 L] MY Summary
N 0 wf
s o ! 2 | Descripton Qccurs every day at 1200:00 AM. Schedule will be used starting on 4/22/2025
& DesuB 0 iy
7 DBTRead 1 3

@ Query executed successfully. SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows




HST\dba

9))* - Microsoft SQL Serve

File Edit View Project Tools Window Help

- G- o -2 B Brevaey AQDAR
Object Explorer >3 x Q..ead (HST\dba (99))* #
Comect~ § *¥ o —select db.name
db.is_encrypted
=i 8 5QL2 (SQL Server 16.0.10006 - HST\dba: dm.encryption_state
4 W Databases dm_percent_complete
4] Security dm_key_algorithm
3 # Server Objects dm.key_length
3 ™ Replication from sys.databases db
Always On High Availability sys.dm_datab}
Management on db.database_id - dm.da

# & Policy Management
# T Data Collection
# 53 Resource Governor
) Extended Events
Maintenance Plans
5 # SQL Server Logs
& Database Mail

B Distributed Transaction Coordinatd]
5 # Integration Services Catalogs
# B SQL Server Agent 100 %
5 [0 Xevent Profiler

B2 Resuls g Messages

name iz encopted  encrypton_siate
1 [meser |0 NULL
2 wmedb 1 3
3 model 0 NULL
s mad 0 NULL
s om 1 3
6 D8IsUB 0 NULL
7 DElRead 1 3
5 > B © Query executed successfully.
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ent Studio

i Maintenance Plan Wizard

Select Plan Properties

How do you want to schedule your maintenance tasks?

Name: DatabaseBackup
Description

Run a5

(O Separate schedules for each task

Schedule:

Occurs every day at 1200:00 AM. Schedule will be used starting on 4/22/2025.

SQL Server Agent service account

® Single schedule for the entire plan or no schedule

Next > Cancel

SQL2 (16.0 RTM) ' HST\dba (99)

DB1Read 00:00:00 7 rows

¢ SQLQueryd.sql - SQL2DB1Read (HST\dba (99))* - Mien

SQL Server Man

File Edit View Project Tools Window Help

G-0[fH- -t Rl BNy BRRAR
Object Explorer -1 x
Connect~ ¥ ¥ ¢ - =select db.name

, db.is_encrypted
= 8 5QL2 (5QL Server 16.0,1000.6 - HST\doa

4 Databases
W Security
5 W Server Objects

. dm_encryption_state

dn_percent_complete
dn_key_algorithm
dn.key_length

ment Studio

Maintenance Plan Wizard

il ™ Replication
Always On High Availability
Management
7 & Policy Management
# 8 Data Collection
# ' Resource Governor
# [0 Extended Events
Maintenance Plans
£ W SQL Server Lags
& Database Mail
18 Distributed Transaction Coordinatd
3 Integration Services Catalogs
7 8 SQL Server Agent 100 %
& (£ XEvent Profiler

from sys.databa

D Resus g Messages

name is_encopted
1 [ jo
2 IR
3 o
4 o
5 1
] L]
7 DBWResd 1
< > & Query executed successful

[T Ready

es db
sys.dm_datab|

on db.database_id = dm.da;

encryption_state
HULL.

3

HULL.

HULL

3

NULL.

3

Iy.

Select Maintenance Tasks
Which tasks should this plan perform?

Select Gne of Mere maintenance tasks:

[] Check Database intearity
Shiink Database
Reoraonize Index
H Rebuid Index
Update Staistics
Clean Us History
Execute SOL Server Agent Job
| Back Up Database (Full
Back Up Database (Diferer
Transact

(T
Maintenance Cleanup Task

i) The Back Up Dalabase (Transaction Log) task allows you ta speciy fhe source databases, destnabon files or
tapes. and overwrits options for 3 ransaction log backup.

Help <Back

onc

SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows
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SQLQuery9.sql - SQL2DB1Read (|

ST\dba (98))* - Microsoft SOL Server Management Studio £ 1 Pla 8 x
file Edit View Project Tools Window Help
©- Gro-2 @ Brevaey ADR2RR OB -] B rREEE-
Object Explorer -4 x al
Connect- ¥ ¥ o =select db.nane +
db.is_encrypted -
= 8 QL2 (SOL Server 16.0.10006 - HST\dba) dm. encryption_state
& # Databases dn_percent_complete
Security dn. key_algorithm Maintenance Plan Wizard - o x il
Server Objects dn.key_length
Replication from sys.databases db Select Maintenance Task Order
Always On High Availability cy<.du_datab) In which order should these tasks be performed?
Management on db. database_id dm. da’
& Policy Management Saloct the order for the tasks 10 exscute
# fa Data Collection o o
# & Resource Govemnor Back Up Database {Transacson Log)
# B Extended Events
Maintenance Plans
SQL Server Logs
& Database Mail
18 Distributed Transaction Coordinatd
Integration Services Catalogs -
% 8 SQL Server Agent 1000 -
% [ XEvent Profiler 2 Fss 8 Massages
name is_encrypled  encryption_state Move Down
1
2 1 3 i) The Back Up Dalabase (Ful) lask alows you io specéy he source databases, desinalion iles of lapes, and
3 o HuLL ‘overwits aptions for a ful backup.
N 0 UL
5 1 3
& DewsuB 0 NULL
[ DetResd [ 1 3 Help Next > Cancsl
< > & Query executed successfully.

SQL2 (160 RTM) | HST\dba (99) DBTRead 00:00:00 7 rows
[T Ready

Database Backup

SQLQuery9sql - SQLZDB1Re ST\dba {99))* - Micro

SQL Server Management Studio [ 1 P - B X
file Edit View Project Tools Window Help
G- B-r-uo-QEd NewQuey B Q2 2R ~C -3 -] # B~ =R

Object Explorer -0 x -
Comect~ ¥ ¥ ¢~ -select db.name +
- db.is_encrypted -
= @ SQL2 (SQL Server 16.0.1000.6 - HST\dba] dm. encryption_state
4 W Databases dm_percent_complete
Security dn_key_algorithm i Maintenance Plan Wizard o Y
Server Objects , dm.key_length | Tl
Replication from databases db Define Back Up Database (Full) Task
& ' Always On High Availability ys.dm_datab| Canfigure the mainkenance task N
= % Management on db.database_id - dm.da
= & Policy Management G | Destinaion Options
£ T Data Collection Ful
% 52 Resource Governor
5 | Extended Events Databose(s) <Select one or more>

Maintenance Plans Backup component
SOL Server Logs
o Database Mail
[ Distributed Transaction Coordinatd
& ' Integration Services Catalogs o o > }
3 8 5QL Server Agent 100% -
3l [F] XEvent Profiler

A Resulls g Messages
“name ia_encroted  ancrpion_state
1 [maser |0 HuLL
2 wmedb 1 3
3 medel 0 NuLL
4 om0 HULL
5 oml 1 3
6 ossuB 0 HULL
7 DBWRead 1 3
Help < Back Cancel
< > & Query executed successfully.

SQL2 (16.0 RTM) ' HS5T\dba (93) DB1Read 00:00:00 7 rows

[ Ready




SQLQuery9.sql - SQL2DB1Read (|

ST\dba {99))"* - Microsc

SQL Server Ma

file Edit View Project Tools Window Help
o - Bro-CEd Brvaey BRR2RAM

Object Explorer - x a
Connect~ ¥ ¥ ¢ - =select db.name

db.is_encrypted
= 8 5QL2 (5QL Server 16.0,1000.6 - HST\doa

dm_encryption_state

Databases dn_percent_complete
Security dm key_algorithm
Server Objects

dn.key_length
from sys.databases db
sys.dm_datab,
on db. database_id dm.da’

Replication
Always On High Availability
Management
7 & Policy Management
# 8 Data Collection
# ' Resource Governor
# [0 Extended Events
Maintenance Plans
SQL Server Lags
& Database Mail
18 Distributed Transaction Coordinatd
Integration Services Catalogs
7 8 SQL Server Agent 100 %
& (£ XEvent Profiler

D Resus g Messages

name is_encoypied  encyption_state
1
2 ' 3
3 o HULL
N 0 UL
5 1 3
] DBi1SUB 0 NULL
7 DBWResd 1 3
< > & Query executed successfully.

[T Ready

-
Hum Sub
ECHNO

gement Studia

Define Back Up Database (Full) Task
"

Conbgure the maintenance tash

General Desinason Options

Full

Database(s) <Select one or more>

Backup component

O Al databases

Back up fo:

ystem databoses

(Al user datebases (excluding mester,

 model, msdb, tempdl

These databeses:

0B
19| 0B 1R=ad
[ oeisus i

[ 'anore databases whar the sate s not
online:

= =

Cancel

SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows

SQLQuery9 sql - SQL2DB1Read (HST\dba (99))*

cros
File Edit View Project Tools Window Help

e-ol8-u-caw

2ae

Object Explorer -8 x
Connect~ ¥ ¥
= B 5012 (SQL Server 16.0.1000.6 - HST\dba
& # Databases
Security
Server Objects

o Sselect db.name
db.is_encrypted
dn. encryption_state
dn. percent_complete
dn. key_algorithm
dm key length
ys.databases db
7 sys.dm_datab|
on db.database_id - dm.da

Replication From
Always On High Availability
Management

R Policy Management
# B8 Data Collection
# & Resource Governor
# [0 Extended Events
Maintenance Plans
SQL Server Lags
i Database Mail
1B Distributed Transaction Coordin
Integration Services Catalogs
5 8 SQL Server Agent 100%
& [ XEvent Profiler

B2 Results gl Messages

name  is_encopled  sncoplion_sisle
o HULL
Kl 3
[} HULL
0 NULL
1 3
0 HULL
1 3

D81Read

0L Server Management Studio

Li§f Maintenance Plan Wizard

Define Back Up Database (Full) Task

Configura the maintenance task

General Desinason Options.

() Back up databases across one or more files:

@ Create a backup file for every database
[] Create a sub-directary for each database
Folder: CiDatabass!Backup

Backup file extensian biak

§, This backup type is nol supportad on a secondary replica and this task will o i the task runs on & Secandary Fapbca.
. 13

or moee information, see hitp/iga micmsofl comiPedink/?Link|d=2083

< > & Query executed successully.

[ Ready

Help < Back

+
o x ||
Y
Cancel
SQL2 (16.0 RTM) ' HST\dba (99) DB1Read 00:00:00 7 rows




37 sQuQuerydsql - SaL2t 59))* - Microsoft SQL Server Manageme
File Edit View Project Tools Window Help

- G- o -2 B BNevaey AR DRAR
Object Explorer 3 x Q...ead (HST\dba (99)

Connect~ ¥ ¥

L

G »
SQL2 (SQL Server 16.0.10006 - HST\dba!
Databases
Security
Server Objects
Rey
Always On High Availability
Management
# & Policy Management
# & Data Collection
3 Resource Governor
Extended Events
Maintenance Plans
5] # SQL Server Logs
& Database Mail
B Distributed Transaction Coordinatd
Integration Services Catalogs
& SQL Server Agent
[ XEvent Profiler

0

-iselect db.name
db.is_encrypted
dm._encryption_state
dm_percent_complete
dm.key_algorithm
dm_key_length

from sy db

Jatabase

s.dm_datab|
dm.dat

on db.database_id

100%

B Resuts gl Messages

name is_encrypted  encryption_state
1 [meser |0 NULL

2 wmpdd 1 3

3 0 NULL

N 0 NULL

5 1 3

6 0 NULL

7 1 3

© Query executed successfully.

[
Hum Sub
ECHNO

i Maintenance Plan Wizard

Define Back Up Database (Full) Task

Configure the maintenance task

General Destinaion Options

Set backup compression Compress backup

[ Backup set will expire

] Copy-only backup [] Perform checksum

Verify backup integrity [[] Continue on error
4] Backup encryption
Aigorithm AES 128

Certificate or Asymmetric key: TDE_Cen (Cenficate)

] For avadabiity databases. ignore repica priority for backup and backup on primary setings

Block size

(] Mex transfer size =

3, T backup type is not supporied on o secondary repiica and this ask wil fod i the task runs on & Secondary ropica
Note: Ignoring the backup priorty and availabity grou

seltings moy result in simultonecus poradie bockups if the maintenance plan s cloned on ol repicas

Cancel

SQL2 (160 RTM) | HST\dba (99) DB1Read 00:00:00 7 rows
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Transaction Logs Backup

5QLQuery9.sql - SQL2.DB1Read (HST\dba (99))* - Micro: SQL Server Management Studio L - Pl - L 2
File Edit View Project Tools Window Help
©-0 8- U -t ME Brvaey BRB QR oo/l -] -V =R

Object Explorer 3 x

sql - S0
Connect~ ¥ ¥ ¢ - =select db.name E
db.is_encrypted

= @ 5QL2 (SQL Server 16.0.1000.6 - HST\dbal] dm_encryption_state

# # Databases dm_percent_complete
& W Security , dm_key_algorithm Al
Server Objects dn.key_length
Replication from databases db Define Back Up Database (Transaction Log) Task
Always On High Availability sys.dm_databi Configure the maintenance task [N
Management on db.database_id = dm.da
5 & Palicy Management General Desinason Options

# 8 Data Collection

Transaclion Lag
# & Resource Govemor

% [ Extended Events Database{s) <Salect ona or more>
Maintenance Plans Backup component
SaL Server Logs A Daabases with simpie recavery wil be

o Database Mail | evcluded.

18 Distributed Transaction Coordinatd O Al databases

Integration Services Catalogs kst .

5 B SQL Server Agent T :
@ [ XEvent Profiler B3 Resuln gl Messages -y Al usar detoboses (excluding moster,
! model, msdb, tempdb|
[ ————
1 [ NULL @ These databases
2 1 3
N o L °
n 0 NULL Cloeisus h
s ' 3
s o NULL . [ e dotabases whrs th s
7 DBIRead 1 3 ot scheculed (
Goncal
Help Gancsl
< > & Query executed successtully.

SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows

[T Ready

5QLQuery9sql - SQL2 DB1Read (HST\dba (99))* - Micro: QL Server Management Studio Q h (Cirl+Q P o & x
file Edit View Project Tools Window  Help
Q- G-o-C@d BNvaey ER2RQ - @ -] -lRAEE-
Object Explorer -3 x .
Connect= ¥ ¥ ¢ - select db.name +
- db.is_encrypted -
= B8 5QL2 (SQL Server 16.0.1000.6 - HST\dba] dm. encryption_state
3 W Databases , dm.percent_complete
Security , dm. key_algorithm 1§ Maintenance Plan Wizard o * _
Server Objects dn.key_length |
Replication from sys. databases db Define Back Up Database (Transaction Log) Task
& ' Always On High Availability s .dm datab| Configure the maintenance task L
& # Management on db.database_id = dm.da

£ & Policy Management
=t Data Collection
& & Resource Governor
% [ Extended Events Databeso(s):
Maintenance Plans Backup component
SQL Server Logs
o Database Mail
B Distributed Transaction Coordinatd
& Integration Services Catalogs . = — .
1) B 5QL Server Agent. 100% -
% [ XEvent Profiler

fal Destinaton Options

B Results gl Messages

name___is_sncrypled  encryplon_stale

1 ) NuLL

2 ' 3

3 model 0 HuLL

4 ma 0 HuLL

5 1] 1 3

6 oe1sue 0 NuLL

7 DotRead 1 3 D

Help <Back Cancel

< > J & query executed successfuly.

SQL2 (16.0 RTM)  H5T\dba (99) DB1Read 00:00:00 7 rows

J Ready
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% 5QLQueryd:sgl - SQL2DB1Read (HST\dba (99))* - Microsoft SQL Server Management Studio [ a P - B X

File Edit View Project Tools Window Help

-0 Bro-SEf BNvaey EQR2RR OB -] B rREEE-
Object Explorer 1 x
comect~ ¥ ¥ o Sselect db.name +
, db.is_encrypted -
= 8 5QL2 (5QL Server 16.0,1000.6 - HST\doa | dm.encryption_state
# # Databases , dm_percent_complete
& Security , dn_key_algorithm i Maintenance Plan Wizard - o x _
3 W Server Objects , dn.key_length |
5  Replication from sys.databases db Define Back Up Database (Transaction Log) Task
5 # Always On High Availability sys.dm databl  Conbgure the maintenance task [
Management on db.database_id - dm.da
5 & Policy Management General Destinason Opians
# T Data Collection ) Back up databases across ane or mare files:
# & Resource Governor
# [ Extended Events
Maintenance Plans
% SQL Server Logs
o Database Mail Append .
= Distribut y
13 Distributed Transaction Coordinatd o m el e oy b
3 W Integration Services Catalogs [ Creste a sub-directory for each datsbase v
5 8 5L Server Agent 1000 - ol T
= [ yE : older. \Datsbase\Backip
[ XEvent Profiler B2 Resuls g8 Mossages
name is_encoypied  encyption_state
1 o Hu
2 1 3
3 o NULL r S
N 0 UL
5 1 3 Backup file exension m
& DeisUB 0 NuLL
7 DBWResd 1 3 Notsche
Help <Back Cancel
< > & Query executed successfully. SQL2 (160 RTM) | HST\dba (99) DBTRead 00:00:00 7 rows

T Ready

Read (HST\dba

9))* - Microsoft SQL Serve:

File Edit View Project Tools Window Help
©-0/8- -t By BRRRAR -Q -

5 - RpED-

Object Explorer MR SQLQuerydsql - SQ...ead (HST\dba (99))* + X -

Connect~ ¥ *¥ ¢ > —select db.name <
db.is_encrypted ;
=i 8 5QL2 (SQL Server 16.0.10006 - HST\dba: e oyt iomsiate
S Delsteoms dm.percent_complete

4 W Security dm.key_algorithm Maintenance Plan Wizard o X Al
3 ™ Server Objects dm.key_length
3 ® Repiication e i Define Back Up Database (Transaction Log) Task
3) ™ Always On High Availability sys.dm_datab) Configure the meintenance task )
Management on db.database_id - dm.dai

# & Policy Management General Destination Options

# 1 Data Collection Set backup compression Compress backup v

# &3 Resource Governor

5 [ Extended Events [ Backup set will expire

Maintenance Plans : -
5 ® SQL Server Logs
& Database Mail

B Distributed Transaction Coordinatd [ Copy-only backup [ Perform checksum
# ™ Integration Services Catalogs Verify backup integrity [[] Continue on error -
# 88 SQL Server Agent 100% >

/] Backup encryption
. Event Profiler
[3 Xeven et B Results g Messages

Aigorithm AES 128 v
nsme iz encopted  encryption_siate

1 [mester 1o NULL Certificate or Asymmetric key: TDE_Cen (Cenficate)

2 wmedb 1 3

3 model 0 NULL [] For avaiability databases, ignore replica priority for backup and backup on primary settings

s mad 0 NULL

s om 1 3 Block size

6 DersuB 0 NuLL & Note_Tgnarng the bockup porty and ovallabiy Group elings moy resullin Smultansous paralel bockups i T mamienance -

7 DBResd 1 3 <

>

ot = o

© Query executed successfully.

SQL2 (160 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows




[
Hum Sub
ECHNO

% SQlQuery

File Edit View Project Tools Window Help

9591 - SQL2.DB1Read (HST\dba (99))* - Micr

t SOL Server Management Studio

©- Gro-2 @ Brevaey ADR2RR OB -] B rREEE-
Object Explorer -1 x
Connect- ¥ ¥ o select db.name +
, db.is_encrypted -
=1 8 SQL2 (SQL Server 16.0,10006 - HST\dba) . dn_encryption_state
# # Databases , dm_percent_complete
& Security , dm. key_algorithm i Maintenance Plan Wizard - [ x il
4 W Server Objects , dm.key_length
3 # Replication from sys.databases db Select Report Options.
5 Always On High Availability sys.dm_datab| Selexct optons for saving or distibuting & report of the maintenance plan actions
Management on db.database_id = dm.da
# & Policy Management [] Write o report to a text file
# B Data Collection Folder location. CiDatabase\DataWSSOL1GMSSOLEE \Log
# ' Resource Governor
& [ Extended Events LlEs e
Maintenance Plans To
% 9 S0l Server Lags
& Database Mail
18 Distributed Transaction Coordinatd
Integration Services Catalogs >

7 8 SQL Server Agent 100% -

& [ XEvent Profiler B3 Resuts gl Messages

name is_encrypted  encryption_state

1 0 o
H 1 3
3 o NuLL
4 0 WL
s 1 3
L] Deisue 0 NULL
7 DBMRead 1 3 Help <Back Cancel
s > JoiayeEadaicesily QL2 (160 RTM) | HST\dba (89) DBTRead 000000 7 rows

T Ready

SQL2DBIR

5QLQueryd.sq 59))* - Microsoft SQL

File Edit View Project Tools Window Help
- B 0-2 6| B NewQuey

Object Explorer >3 x

Connect~ ¥ ¥ & > —select db.name :
db.is_encrypted

& 5QL2 (SQL Server 16.0.10006 - HST\dba dm.encryption_state
4 ™ Databases dm.percent_complete
4 W Security dm.key_algorithm § Maintenance Plan Wizard 22 [u] X p 1
5 # Server Objects dn.key_length
3 ® Replication e e Complete the Wizard
i ™ Always On High Availability AP rIP Verity the choices made in the wizard, and then click Finish
Management on db.database_id - dm.dat
# & Policy Management Click Finish to perform the following actions

# T Data Collection
# &3 Resource Governor

ienance Plan 'DatabaseBackup

% [0 Extended Events 3] Define Back Up Database (Ful) Task
Maintenance Plans i} Define Back Up Database (Transacton Log) Task
- 4 Selected raporting opfions.
i ™ SQL Server Logs PG Pk

& Database Mail

B Distributed Transaction Coordinatd
3 Integration Services Catalogs
# B SQL Server Agent 100 %
# [J XEvent Profiler

Messages

nsme is_encopted  encoption_state

+ o] o NouL

2 emedb 1 3

3 model O NULL

+ ma 0 NULL

s om , 3

6 0BISUB O NULL

7 DBRead 1 3 Help Finish Cancel

@ Query executed successfully. SQL2 (160 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows




X , SQI2.08 HST\dba (99))* - Microsoft SQL Serve ent St
File Edit View Project Tools Window Help
- G- o -2 B Brevaey AQDAR
Object Explorer v X Q...ead (HST\dba (99))* #
Comnect~ § ¥ & - -iselect db.name
db.is_encrypted
= 8 SQL2 (SQL Server 16.0.10006 - HST\dba! dm.encryption_state
4 W Databases dm_percent_complete
2 W Security dm.key_algorithm
3 ™ Server Objects dm_key_length
3 # Replication from sys.databases db
Always On High Availability sys.dm_datab)
Management on db.database_id - dm.dai

# 8 Policy Management
# T Data Collection

# 82 Resource Governor
5 [0 Extended Events

Maintenance Plans

5] # SQL Server Logs

& Database Mail

B Distributed Transaction Coordinatd
Integration Services Catalogs

5 8 SQL Server Agent

100% ~
# [ XEvent Profiler

B2 Resuls g Messages

name is_encrypted  encryption_state
1 [mester o NULL

2 tempdd 1 3

3 model O NULL

4 mem 0 NULL

5 o 1 3

6 DBISUB 0O NULL

7  DEIRead 1 3

© Query executed successfully.
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udio

i Maintenance Plan Wizard

Maintenance Plan Wizard Progress
Ciick Stop to interrupt the operation

Action

Creating maintenance plan "DatabaseBackup®
Adding tasks to the maintenance plan

Adding scheduling options

Adding reporting options

L LR R

Saving maintenance plen “DatabaseBackup®

Status

Success
Success
Success
Success
Success

Q P - & X
BpEE-
+
X ]
v
™
5 Total Error
5 Success 0 Woming
Message
Report ¥
Close

SQL2 (16.0 RTM) ' HST\dba (99)

DB1Read 00:00:00 7 rows

file Edit View Project Tools Window Help

o - Bro-CEd Brvaey BRR2RAM
Object Explorer - x
T ? )v ¢ - ~iselect db.name

= @ 5QL2 (SQL Server 16.0.1000.6 - HST\dbal]

Replication
Always On High Availability
Management
7 & Policy Management
# T Data Collection
# & Resource Governor
# [ Extended Events
s
B DatabaseBackup
51 # SQL Server Lags
o Database Mail
B Disvributed Transaction Coordinate}
%) ™ Integration Services Catalogs
% 8 5L Server Agent
& [ XEvent Profiler

from

on db.database_id

100% =
D Resus g Messages

[T Ready

db.is_encrypted
dn_encryption_state

4 W Databases . dm_percent_complete
@ Security , dm_key_algorithm
3 # Server Objects

dn. key_length
o5 db
sys.dm_databa

sys.databa

2 5QLQuery9.sql - SQL2DB1Read (HST\dba (99))* - Microsoft SQL Server Management Studio

encryption_keys dm
dm.database_id;

© Query executed successfully.

name is_encopled  encryplion_sisle  percent_complete key_algorithm  key_length
1 1o NuLL NuLL NULL NULL

2 il 3 [} AES 256

3 o HuLL HuLL NuLL NULL

N 0 HULL HULL HULL NuLL

5 1 3 [} ES 256

s 0 NULL NULL NULL NULL

7 DBTRead 1 3 o aEs 2356

SQL2 (16.0 RTM)  HST\dba (99) DB1Read 00:00:00 7 rows




